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I Introduction

A DCiM on its own already brings value, but a connected DCiM is when it truly
starts to become a real automation tool for your Data Center. It becomes a
living component that receives signals, puts them into context, and turns
them into action.

DCiM integration is not about bringing in data just for the sake of it. It's about
answering operational questions:

- What is really happening with power and cooling, and how does it
impact my racks?

« Where is the single source of truth for the inventory, and who owns
each data field?

« How can | reduce duplicate work and human errors?

* How can | connect the logical world (VMs/services) with the physical
world (racks/hosts)?.

* Where does my service information live, and how can | make it
available to what is happening in the infrastructure?
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The real Data Center does not live in a single system. It is distributed across
several platforms:

BMS CMDB ITSM/ ticketing
l l l
electrical, ical identit
: ogical identity,
mechanical serv?ce informa?clion processes and work
environmental q hi ’ traceability
systems and ownership

Virtualization platforms IT management tools
| |

the logical layer where
workloads move

telemetry and operational states

And all of them ultimately serve the same purpose: delivering services
efficiently and on time to ensure business continuity.

After many discussions and integration projects with our clients, at Bjumper
we decided to create this guide to help you—and ourselves—design and
implement integrations in a practical way, focusing on what truly matters: the
outcome (the real operational impact).

That's why it's important to understand what to integrate, why to do it, how to
do it properly, and what to avoid. Because the problem is not that data lives
across many different systems. The real problem appears when those systems
don't talk to each other. That's when tasks get duplicated, consistency breaks
down, “parallel truths” appear, and operations become reactive instead of
controlled.

In fact, at a conceptual level, this guide could apply to any system integration,

not only those involving DCiM or even systems within the Data Center
environment.
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I Objectives

Although it may sound obvious, defining the objectives behind system
integrations is essential. It aligns expectations across departments, reduces
friction, and forces you to ask the right questions.

Objective 1: Data Integrity (first—and this one cannot be
skipped)

Without consistent identifiers, clear rules, and a minimum level of data quality,
any integration quickly becomes a factory of inconsistencies. A DCiM does not
“fix” data it amplifies it.

Therefore, the choice of identifiers must be correct (they must be unique and
immutable). If they are not, any integration will eventually lead to duplicates,
collisions, or fragile dependencies that are difficult to maintain.

The type of integration also determines the level of data integrity. A
unidirectional integration is not the same as a bidirectional one. The first is
easier to govern; the second introduces much more complexity and requires
clear synchronization and conflict-resolution rules.

If you bring information from other systems into the DCiM, it is essential to
understand that data governance does not belong to the DCiM but to the
source system. If the source changes, the DCiM should reflect that change—
not the other way around. In bidirectional integrations, this becomes even
more critical: you must define data ownership and determine which system
has priority when both modify the same information at the same time—in other
words, define the single source of truth.
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Objective 2: Operational Efficiency

Think about it together and in line with your processes: how will this integration
make your operations more efficient?

« Will it reduce the time required to complete certain tasks?

« Will it eliminate duplicate work, such as entering the same data in two
different systems?

« Will it reduce the likelihood of errors?

« Will it increase confidence in the data provided by the system, so that
you no longer need to double-check onsite or in another tool?

 Will you be able to measure the improvement?

Before enabling any integration,
define how you will know if it

has been successful. It can be
something as simple as measuring
how much time you spent on a task
before versus after the integration,
or how many inventory errors you
detected each month.

Without a measurable reference,
efficiency remains a perception
rather than a fact. And when
someone asks whether the
integration was worth it, you should
be able to answer with data, not
impressions.
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Objective 3: Context (what differentiates DCIM)

If we are going to connect a system with the DCiM, we must clearly define
what it will contribute to the DCiM to provide greater context and move toward
automation, and what the DCiM can contribute back to that system to enrich
its data.

A DCiM does not compete with other valid and necessary systems within the
Data Center environment, such as BMS, CMDB, ITSM, Virtualization platforms,
AIM systems, networking tools, etc. However, we should not confuse them
with the specific role and concept of a DCiM.

So the key question becomes: What does the DCiM contextualize?
For example:

* From the BMS, power and environmental data enrich the
understanding at the room, row, and rack level, becoming the basis
for consumption reports by business line, incident correlation,
and even anticipating potential issues.

* From the CMDB, information such as asset ownership allows the
DCiM to communicate the status of equipment to the right
person, even during preventive maintenance activities. In return, the
DCiM can contribute greater reliability to data related to the physical
layer.

At the same time, we should not forget that the DCiM itself already contains a

great deal of valuable information that can also be shared with other systems,
such as:
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DCiM ==p CMDB

DCiM ==p ITSM

DCiM ==p

Virtualization

The DCiM gives back to the CMDB:

the physical reality of the asset. Exact location (site, room,
row, rack, U), real occupancy status, physical connectivity
(ports, cabling), and both nominal and actual power
consumption.

When the CMDB receives this information from the DCiM,
it no longer depends on someone manually updating a
location field that, in most cases, is outdated.

The DCiM provides to ITSM:

Execution context and evidence for closure.

When a technician receives an installation ticket, the DCiM
tells them exactly where there is available space, power
capacity, and free connectivity.

At closure, the DCiM can confirm that the work has actually
been completed (the equipment is registered, located, and
connected), turning ticket closure into something evidence-
based rather than dependent on someone’s word.

In addition, the DCiM can automatically trigger tickets:

a scheduled preventive maintenance task, a capacity
threshold being reached, or an environmental limit
exceeded can automatically generate a ticket in the ITSM
system without human intervention.

The DCiM provides to the virtualization platform:
Something that virtualization platforms do not normally
see: the physical context of the host. Which rack is it
located in? What power feeds does it have? Does it share
an electrical circuit with other hosts in the same cluster?
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Objective 4: Foundation for Automation (in the medium

term)

To optimize Data Center resources and minimize risks, automation does not
appear simply by “adding AlL” It happens when:

« The data is reliable
« Processes are clearly defined, which is perhaps the most critical

aspect of Data Center operations
« Technology and integrations support the process without friction

Key Concepts: “Monitoring”
vs “Integrating”

We want to emphasize the difference between monitoring and integrating. To
do so, let's define both concepts.

+ | Monitoring

Monitoring in a DCiM means capturing operational data directly from hardware
or OT systems (for example CRACs, UPSs, PDUs, sensors), usually through
standard protocols and at a high frequency (minutes or even more frequently),
in order to reflect “what is happening right now” in the infrastructure.

What data does it bring?
Measurements and states such as kW/kWh, V/A, temperature, humidity, UPS/
generator status, basic alarms, etc.
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Typical data flow:

The DCiM collects the data directly from the hardware. In most cases, this
flow is unidirectional, since the DCiM does not control the hardware—it is not a
control system.

What is it used for?

For operations and near real-time oversight: capacity awareness, risk
detection, and contextualized alarms. These alarms may reach the DCiM in
real time, although the DCiM is not a NOC either.

@3 Integrating

Integrating in a DCiM means connecting the DCiM with other management
systems (such as CMDB, ITSM/ticketing, virtualization platforms, IT
management tools, AIM systems, BMS, etc.) through API-to-API connections
(or other integration mechanisms). The goal is to synchronize and complement
information and, above all, connect processes between teams.

What does it bring?

Asset identity and attributes (Cl, service, owner, logical status, hostname/IP),
Processes (tickets, work orders, status updates), Logical relationships (for
example VM <— host), etc

Typical data flow:
It can be unidirectional or bidirectional, depending on the data governance
model.

What is it used for?

To reduce duplicate work, maintain consistency between systems, and enable
end-to-end traceability, which becomes the foundation for progressively
moving toward automation.
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In other words, monitoring is a capability within the DCiM that focuses on
collecting data from electromechanical or IT equipment capable of providing
telemetry through communication protocols.

Integration, on the other hand, means connecting system to system, and it can
be implemented using several approaches depending on the capabilities of the
systems involved—or sometimes even using internal company protocols. This

can range from simple file exchanges, to direct database queries, or API-to-API
integrations.

From our point of view, directly accessing another system’s database is the
most fragile and risky option. Whenever possible, APIl-based integrations are
the preferred approach.

Golden Principles (before
talking about technology)

1. “Single Source of Truth” per data field

For every important data point, define which system is the authority, this may
sound obvious, but in practice it often becomes a point of discussion within
many organizations. Behind the data are people, and people naturally tend to
claim ownership of the information they manage.

The source of truth should normally be the system closest to the origin of the
data or to the asset itself.

First, if there is data on platforms that collect it automatically, such as in
intelligent cabling where it detects whether a port is occupied or not, there is
no discussion. But the issue comes when there are two systems where data
is entered manually; the question in this case is which one of them you trust
more for that data.
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To combat this, the best approach is to perform tests, small asset audits
where it is possible to determine where the data quality actually resides.

These cases are the minority; there are many examples where it is clear, such
as:

Physical location (rack/U/room) DCiM is the authority

Cl / Service / Owner / Logical status | CMDB or ITSM is the authority

, , , BMS or monitoring system is the
Electrical and environmental metrics _
authority

VM <— Host relationship Virtualization is the authority

The important thing is to protect the quality of the data, because remember the
DCiM does not “fix” the data: it amplifies it.

2. Unambiguous asset identity

Every integration needs a robust “match”, and for that reason there must
always be a field among the assets to be integrated across the different
systems that is unique, unambiguous, and agreed upon.

Practical experience tells us that the most commonly used ones are:

1.- Serial Number (ideal)

2.- unique ID (Cl / tag / asset ID)

3.- governed unique name (with a strict naming convention), the least
recommended.
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If an asset cannot be identified unequivocally, do not integrate it “halfway”. The
only thing you will create is noise; create the unique identification rule, put the
process in place, and when this is at 100% then we integrate.

3. Integrate “only valuable data”

With integrations between systems, sometimes the same thing can happen
as when you open 20 tabs in your browser just to have them handy just in
case, and when you go to look for something, it only creates confusion and
sometimes even errors.

Integrating all the data that is available is:

. expensive

. slow

. fragile

. difficult to maintainr

Before deciding which data we are going to integrate, read the objectives
again, it will help you discard.

Also, like almost everything in life, you will be able to integrate more data in the
future. This is not static, it is dynamic according to the needs of each moment.

It is also important to highlight that the frequency in the integration is as
important as the data.

The sampling time in integrations should not be the same for all. There is data
where it is required to see changes quickly, almost instantly, and others where

it is not necessary.

For example, the integration with VMware where virtualization is very volatile
requires a higher level of querying or sampling than a CMDB.
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4. Log and exceptions as part of the design

The integration is never “perfect” on day 1. We recommend designing a
continuous improvement loop:

« what is not mapped — log

« Monitor the health of the integration just as we do with a service.
- periodic review — data / rules correction

 objective: empty or controlled log

5. Maintenance

Systems migrate from on-premise

to cloud, new versions appear, and
the way you use them changes. For
this reason, we cannot ignore that
integrations must be maintained over
time, adapted, and sometimes even
rethought and rebuilt.

In these cases, it is not about saying
that they were done wrong at the
beginning. We simply cannot assume
that they are eternal and that they will
not require our attention and support.
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I What to do and what not to do

Let’s move to a practical point, this is a guide!

@ What to do

+ Define measurable use cases.

« Define source of truth per field.

 Define a unique identifier and matching rules.

- Start with a pilot (a controlled scope where you trust your data).

- Map few fields, but do it well.

- Establish a sensible mapping frequency (depending on the type of
data).

+ Design logs, alerts, and a “cleanup process”.

« Document mappings (even in a simple table), so we can track them.

« Ensure security: credentials, minimum permissions, TLS, or traceability.

« Prepare a “change policy”: when the API/version changes, what
happens?

() What not to do

* Integrate without data governance.

* Integrate without a rollback plan.

« Use non-unique names or invent IDs afterwards.

 Overwrite data without clear priority rules.

- Make it bidirectional “because it sounds good”.

- Integrate with frequencies that add nothing to the model (minute by
minute where it does not apply).

« Depend on a person who “knows how it works” without documentation.

- Believe that “if there is integration, there is already automation”.
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Table: Source of truth per

field

Below we present a table that does not hold the absolute truth. As we said
before, each company has its own organization, processes, and policies, but it
can serve as a basis for discussion.

“Owner” What
system System(s) happens Minimum
Field / Data y that Update rule |Frequency |. PP -
(source of consume it in case of | validations
truth) conflict?
Unique CMDB / DCIM Never Clearly Unique,
identifier (according to Al overwritten N/A identify per not null,
(Serial/Cl/ olic )g without con- casyep standard
Tag) policy trol format
Physical No
: - : Clearly :
location DCIM CMDB/ DCiM is the Daily / identify per duplicates,
(site/room/ ITSM authority event casyep rack/U
rack/U) consistency
. : : Clearly Required
SerV{ce / CMDB DCiM/ CMDB 'S the Daily identify per | for critical
Application ITSM authority
case assets
CMDB/ Clearly .
Owner / CMDB/ITSM | DCiM | ITSMisthe | Daily | identify per| NOrmalized
Responsible : field
authority case
Physical Clearly :
operational DCiM/BMS ITSM R?Ported, n"ot 5-15min |identify per Valid values
invented / thresholds
status case
. Clearly
Power (kW/ BMS/ . BMS is the . : . .
KWh) Measurement DCiM authority 5-15min |identify per | Units, ranges
case
. Clearly Sensor
Tempe.rature/ BMS/OT DCiM BMS is 'the 5-15 min |identify per| mapped to
Humidity authority :
case location
ITSM creates, Clearly
Ticket/ . DCiM . . Aligned
Workorder ITSM DCIM executes/ By event |der;’g1;yeper states
updates
VM <> Host | Virtualization DCiM/ tE?eCahuSt)f?(()erilts 1h idgtei?rlyer Physical
Rack +DCiM CMDB L y Y P host mapped
in its layer case
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Most common integrations
(Practical chapters)
DCiM<— CMDB (physical-logical inventory with rules)

What it is * Avoid double data entry.
for - Unify asset traceability: connect the physical layer with the
logical one.

» Improve audit and compliance requirements faced by
companies that include the Data Center.
* Prepare the ground for process automation.

Recommended | + Bidirectional only if there is clarity on the source of truth per
design field.
« Otherwise, start unidirectional and mature later.

What usually | * In DCiM: physical location, nominal power, physical
lives on each connectivity, rack/U, room.

side  In CMDB: Cl, service, owner, criticality, logical state,
hostname, IP.

Practical « Serial or unique ID first.

matching - If there are collisions the update is blocked and sent to log.

rules

Typical « “The CMDB is not clean, but let’s integrate anyway.”

errors * Not limiting the scope (unreliable environments enter and
poison the data).

Making it bidirectional without rules and letting both
systems overwrite each other.
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DCiM + ITSM/Ticketing (process and traceability)

What it is « Connect the request with the execution and closure of the
for project.

Incorporate requesters into the Data Center workflows.
« Reduce coordination times between IT / Ops / Facilities.

Common + Ticket creates project/work order in DCiM.
patterns + DCiM returns status and closure to the ticket.
- Event triggers (approved, in progress, completed).

Practical - Define the “type of ticket” that triggers work (change /

tips request / incident).

+ Define minimum mandatory fields in forms; otherwise, the
ticket is returned.

+ Define when a job is considered “closed” (evidence).

Typical * Integrating without process design (only “synchronizing

errors states”).

+ Not aligning taxonomy: ITSM states # DCiM states.

* Not defining roles (who approves, who executes, who
validates).
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DCiM + Virtualization (from logical to physical)

What it is - Visibility of hosts, clusters, VMs, resources.
for - Relationship between services/VMs and physical assets.
+ Better capacity planning (beyond the rack).

Recommended | + Every 1 hour is usually enough in most cases.
frequency * If you want it “near real-time”, you need to justify the use
(and assume the cost).

Best » Start with inventory + relationships (host/cluster/VM)

practices « Add consumption/resources later.

 Validate reconciliation: a VM “lives” on a host that must
physically exist.

Typical errors | + Wanting to “map everything” (tags, policies, complex
networks) from day 1.

* Not having a solid host <= physical server mapping.

* Not agreeing on what is considered the “source of truth” for
state (on/off).

DCiM + IT Managers (operational IT metrics)

What it is « Bring relevant IT telemetry into the physical context.
for « Detect operational risks (temperature, consumption,
failures).
 Support capacity planning with real signals.
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Recommended | + Daily for inventory/base status.
frequency « More frequently only if there is a clear case (operational
alerting).
Best * Define a minimum viable set: CPU/memory/consumption/
practices temp/firmware and identification.
« Manage exceptions (duplicate IPs, hostname changes,
etc.).
+ Correlate with DCiM by serial or robust ID.

Typical errors | * Integrating without a reliable identifier (IP changes,
hostname changes).

* Turning the DCIM into an NMS (that is not the objective).

 Bringing excessive metrics without real use.

The farewell (the question
that summarizes everything)

How do you know if you did it right?

If tomorrow the integration is turned off, does the operation get measurably
worse?

If the answer is “yes”, you did it right: you integrated value.
If the answer is “more or less..", you probably integrated “data.”
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